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Section 5.8 -Security Devices Requirements

5.8 SECURITY DEVICES REQUIREMENTS B Kﬁgr?n”na::ti

5.8.1 Section Overview and Scope

This section describes the requirements for sgcdevices that will be on the AP his
Sochobo e coplane sogloseealon oo coponn roime e ol e ot e e 0
fopeoeborcnnee s Do oo o e IO e Lo o Ao s ey e L o)
Socopbedesicoc vl e oco pme cn B s mpa o foe pomoe Do remnn a2
otherlnformation-Assuranemguirements.This version othe-decumeithis sectiorcontains

requirements for firewalls, IPSs, and VPN devicEsture updates to this section will expand on
the devices discussed.

5.8.2 Security Device Requirements Structured Pross

This section provides an overview of the requiretm@nocess for security devices on the
converged network.

5.8.3 Security Devices Information Assurance Design
5.8.3.1 Physical Security

Physical security is the responsibility of the aillshg B/P/C/S. Fhere-are-essentialiissentially
two sets of requirementseassociated with a complete UC system. The endg(ie., PCs,

Els, CPE) have one set of physical security requexrgs while the networle(g.,LAN switches,
security devices, and routers) and signaling prted@ie., LSC, MFSS, SS, MG) require another
set of requirements. A full definition of physisa®curity requirements is beyond the scope of
this section.

Security devices are located in many different sypkfacilities. Their physical security is
dependentipon the physical security afforded by the faciliywhich they are housed. The
physical security of the facility is dependembn the sensitivity and/or classification of the
information that it contains or processes.

The physical security for the VVoIP product networkastructure and signaling appliances
must limit physical access to all the associatgdiapces and cable terminations. Sensitivity
and/or classification of the product have no bepdn this requirement. This means that the
supporting infrastructure for the total product tmeside, minimally, behind locked doors.
Again, as with the Els, this igpically-affordedtypically by the facility in which the equipment
or infrastructure is housed (e.g., locks and/or accessrol on doors of rooms and closets
housing the equipment). This, however, may be mmatly provided by a lock on a cabinet
housing a LAN switch in the open (i.e., unsecunep | | Formatte
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Facility security requirements fall under the pewiof “DoD Traditional Security.” These
requirements are well beyond the scope of the Q088

Vendors must support their customer’s need to cgmijih the DoD system physical security
requirements for security devices. This suppotd ise provided in the form of locking kits for
any equipment that the vendor normally providea gabinet. If a cabinet lock is not provided
normally in the vendor's commercial offering, optad locking kits must be made available that
work well with the vendor’s cabinet. All cabinecking mechanisms must be robust enough to
resist prying the cabinet open.

5.8.3.2  Security Devices Security Design

Security devices use a defense in-depth approatlhstbased on best commercial practices.
The product security defenses are categorizedllasvand are discussed in Section 5.4,
Information Assurance Requirements:

e UserRelefRkoles

¢ HardenedperatingoperatingSystemsystems
e Auditing

e ApplicationSecuritysecurity

¢ RedundanBystemsystems

Additional defenses may be added dependent orpiwfie threats associated with a product.
5.8.3.3 Network Component Interactions

One of the principal tenets of any Information Assice design is the separation of components
(i.e., traffic, appliances, and users) and/or sewirom each other based on their characteristics.
Still, a converged network requires the oppositthat appliances within a converged network
may service the voice, data, and video applicatidksa result of this conflict, the interactions
between the various component segments must beotiedtto ensure that an attacker that gains
access to one segment does not gain access twamaffect, the other segments. In addition,
interaction control between various segmentggsused to prevent configuration or user errors
in one segment from affecting other segments. aidtiens of normal users of converged
network services must not affect the other seryiocese specifically the voice service. The
principal mechanisms that are used within thisgieor segmenting the network are VLANS,
segmented IP address space or subnets, and VPNseanged in combination with filters,
access control lists (ACLs), and stateful packspéction firewalls (VVolRStatefulstateful
Firewalldirewalls) to control the flow of traffic between the VLAN&d VPNs.

1502
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Figure 5.8.3-1Notional Example of Voice and Data ASLAN Segménotg presents the
simplest type of converged LAN with only voice attata applications. Separate VLANS are
established between voice and data applicationsrentayer 3 switches are responsible for
providing access control between the different VIsAling filtering techniques, such as ACLs.
In this type of deployment, appliances are clasgifis VVoIP appliances or data appliances and
it may be possible to avoid deploying applianced service both VVolP and data appliances.
At the CE Router, separate VPNs may be established¢essary, to segment the voice traffic
from the data traffic as the packets transit thENDWAN. In addition, VPNs may be used to
extend the local enclave to remote offices of #ae organization, telecommuters, and
travelers. Also, the VVolIP traffic is routed fraime CE Router to the PE Router along the same
path as the non-VVolP traffic. The only connectiorthe PSTN is through a TDM interface
using PRI or CAS signaling so that there is nariattion between the VVoIP system and
commercial VVoIP IP networks. Moreover, it is inmant to note that the LSC has two separate
interfaces; one for local NM and a second for tldPVE2E NM traffic. |
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Figure 5.8.3-1. Notional Example of Voice and DatASLAN Segmentation

5.84 Requirements

5.84.1 Introduction

Based on the UC Information Assurance design, thread countermeasures, a set of derived

requirements were developed. Different vendorskinendifferent functions into their

appliances to meet the requirements of a parti¢ype of product. For the purposediof UCR
2008 the requirements are levied on the individualiappe, as applicable, to secure the entir

product. The terms user and customer are usdukigame context d&lcordia Technologies

GR-815-CORE. Itis understood that the Informa#@surance design provides a high-level

description of how the security services are appiethe appliance and how the appliances

interact in a secure manner. In addition, the appateSecurityFechnica-mplementation

Guides{STIGs will further clarify how the Information Assurandesign and requirements arg

implemented on the appliance. Alkeuritysecuritydevices shall comply with tHeApplication
SecuritySTechnicallmplementatiorGuide” Section-53,-Security-DeviceRequirementd his

sectionis intended to provide a level of security reguieats consistent with the level of
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security requirements defined for B@ésbaHnformation-GridGIG)UC, but adapted for the

unique DoD UC environment consistent with the regmuents in the UCR.

The requirement key words (i.e., Required, Conddlpare define@isevherein the UCR
20085ection 5.1Requirements Categories and LanguaEailure to satisfy a requirement will
result in a Category I, I, or Il finding.

Finally, the derived requirements do not includesétheadministrative requirements
(nontechnical) associated with policy and the STIGsr instance, if someone is required to
administratively document something (e.g., waipdnt request), that requirement is not
included. The acronyms and appliances used faifypey the type of component are shown in
Acronyms and Appliances Specifying Type of | Formatte

Component. | Formatte

Table 5.8.4-1. Acronyms and Appliances Specifyinfiype of Component

ACRONYM APPLIANCES
FW Firewall
IAT Information Assurance Tool
IPS Intrusion Protection System
ISS Integrated Security System
NAC Network Access Control
VPN Virtual Private Network — concentrator and teration
Iss Integratel Security-System
AT lnformationAssurancdogls
NAC Network-Access-Controls

- Sian 1 Formatte
{ Formatte

Formatte
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ofRequired—FW]—Thesecurity-device-shal-conform-to-allof- the-MUST
. : ¥ . lati .

the lIKE-“Reserved
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5.8.4.3 Information Assurance Requirements

58431 General-ReguirementsReserved

Support this operating-system-as-part oHits system ////1 Formatte
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b—Connection-sthand-end-dates/times,
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5.84.3.12 Performance
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Security without performance brings productivityatgtandstill. Firewalls are intended to
mitigate the threats enclaves face from externalcgs while permitting transmission of
legitimate traffic in both directions. Performartests attempt to validate a security devices’
ability to maintain that legitimate traffic streamhile the network is under attack.

1. [Required: FW, IPS, VPN] The developer must specify the security devibaisdwidth
requirements and capabilities. This shall incltreemaximum bandwidth speeds the
device will operate on, as well as, the securitjicebandwidth requirements (bandwidth
in kbps) documented by who the device communioatds frequency, anébpskbps |
transmitted and received (such as product down|aagisature files).

2. [Required: FW, IPS, VPN] The security device, as configured, must proness
connections at the rate of the expected maximumbeuwf connections as advertised by
the vendor within a 1-minute period.

3. Reserved.

4. [Required: FW, IPS, VPN] The security device, as configured, must prooess HTTP
connections at the rate of the expected maximumbeuwf connections as advertised by
the vendor within a 1-minute period.

5. Reserved.

6. [Required: FW, IPS, VPN] The security device, as configured, must proonesssecure
file transfer protocol (FTP) connections at the raft the expected maximum number of
connections as advertised by the vendor withimairiite period.

7. Reserved.

8. Reserved

9. Reserved

10. [Required: FW, IPS, VPN] The security device shahpleyyusea commercial best
practice defensive solutiadeng-withandmaintain advertised normal operation packet

loss rates for all legitimate data packets whereuadSYN Flood attack.

11. [Required: FW, VPN] The security device must not degrade IPv4 an@ fBmvarding
when used with a longecessacces$elieypolicy configuration. ‘
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12. [Required: FW] The security device shall demonstrate a lateacyamce of less than 20
percent and a packet loss variance of less thaedd®nt of the manufacturespecified
nominal values for all operational conditions.

5.84.4 Functionality
58.4.4.1 Policy

This section identifies the need for a securityickew respond to policy-based actions set by a
SystemsystemAdministrateadministrator While not mandating specific options, thgstem
systemAdministrateradministratoishould have a granular control of the security ckevi
Options of responses the security device couldpariiue to specific acts might include:

e Cease to operate (fail to secure)
e Terminate encrypted connections, and/or
e Send alerts via console message

1. [Required: FW, VPN] The security device shall enforce the policy gierhg to a
specified number of encryption failures.

2. [Required: FW, VPN] The security device shall enforce the policy pertaj to a
specified number of decryption failures.

3. [Required: FW, VPN] The security device shall enforce the policy geihg to any
indication of a potential security violation.

4. [Required: FW, VPN] The security device shall be configurable to genfactions based
dpon different information flow policies.

5. [Required: FW, VPN] The security device shall deny establishmennhaathorized user
session based on network source (i.e., sourcedress) and time of day parameter values.

6. [Required: FW] The security device shall enforce thgstemsystemAdministratots
administrator'sspecified maximum quota of transport-layer opemeations that a source
subject identifier can use over a specified peeabtme.

7. [Required: FW, VPN] The security device shall enforce thgstermsystem
Administratets-administrator'olicy pertaining to network traffic violations tospecific
TCP port within a specified periad-time.
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[Required: FW, VPN] The security device shall enforce thgstemsystem
Administratets-administrator'olicy pertaining to violations of network traffrales
within a specified periodi-time.

[Required: FW, VPN] The security device shall enforce thgstemsystem
Administratets-administrator'solicy pertaining to any security device-detecteplay of
data and/or nested security attributes.

5.84.4.2 Filtering

[Required: FW] This section addresses the ability of a firewalberform basic filtering
functions. It does not mandate a specific filtgraonfiguration for firewalls.

The integrity policy adjudication feature knownfdtering shall be provided. The security
device's controlled interface must support anérfidlommunications protocols/services from
outside the perimeter of the interconnected ISsraltg to IS-appropriate needs (e.g., filter
based on addresses, identity, protocol, autheatidaaffic, and applications). The security

device shall:

1. Have the ability to block on a per-interfaceibas

2. Default to block.

3. Default to disabled, if supported on the segutévice itself.

a.  Will apply to the following defined services:
Q) The service UDP echo (port 7)
(2) The service UDP discard (port 9)
3) The service UDP chargen (port 19)
4) The service UDP TCPMUX (port 1)
(5) The service UDP daytime (port 13)
(6) The service UDP time (port 37)
(7) The service UDP supdup (port 95)
(8) The service UDP sunrpc (port 111)
(9) The service UDP loc-srv (port 135)
(10) The service UDP netbios-ns (port 137)
(11) The service UDP netbios-dgm (port 138)
(12) The service UDP netbios-ssn (port 139)
(13) The service UDP BootP (port 67)
(14) The service UDP TFTP (port 69)
(15) The service UDP XDMCP (port 177)
(16) The service UDP syslog (port 514)
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(17)
(18)
(19)
(20)
(21)
(22)
(23)
(24)
(25)
(26)
(27)
(28)
(29)
(30)
(31)
(32)
(33)
(34)
(35)
(36)
(37)
(38)
(39)
(40)
(41)
(42)

(43)
(44)
(45)
(46)
(47)
(48)
(49)
(50)
(51)
(52)
(53)
(54)
(55)
(56)
(57)

The service UDP talk (port 517)

The service UDP ntalk (port 518)

The service UDP MS SQL Server (port 1434)
The service UDP MS UPnP SSDP (port 5000)
The service UDP NFS (port 2049)

The service UDP Back Orifice (port 31337)
The service TCP tcpmux (port 1)

The service TCP echo (port 7)

The service TCP discard (port 9)

The service TCP systat (port 11)

The service TCP daytime (port 13)

The service TCP netstat (port 15)

The service TCP chargen (port 19)

The service TCP time (port 37)

The service TCP whois (port 43)

The service TCP supdup (port 95)

The service TCP sunrpc (port 111)

The service TCP loc-srv (port 135)

The service TCP netbios-ns (port 137)

The service TCP netbios-dgm (port 138)

The service TCP netbios-ssn (port 139)

The service TCP netbios-ds (port 445)

The service TCP rexec (port 512)

The service TCP Ipr (port 515)

The service TCP uucp (port 540)

The service TCP Microsoft UPnP System Senvidelsvery Point (SSDP)
(port 1900)

The service TCP X-Window System (ports 600630
The service TCP IRC (port 6667)

The service TCP NetBus (ports 12345-12346)
The service TCP Back Orifice (port 31337)
The service TCP finger (port 79)

The service TCP SNMP (port 161)

The service UDP SNMP (port 161)

The service TCP SNMP trap (port 162)

The service UDP SNMP trap (port 162)

The service TCP rlogin (port 513)

The service UDP who (port 513)

The service TCP rsh, rcp, rdist, and rdumpt(pd4)
The service TCP new who (port 550)

The service UDP new who (port 550)

The service NTP (Network Time Protocol)
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(58) The service CDP (Cisco Discovery Protocol)

(59) Voice and Video Services (AS-SIP), H.323, R8VP)
(60) The service UDP SRTP (SRTCP) and RTCP

(61) The service DSCP

| Formatte

1. [Required: IPS] The security device shall detect and protectreja focused method of
attack: Footprinting and Scanning.

2. [Required: IPS] The security device shall detect and protectresja focused method of
attack: Enumeration.

3. [Required: IPS] The security device shall detect and protectresja focused method of
attack: Gaining Access.

4. [Required: IPS] The security device shall detect and protectresja focused method of
attack: Escalation of Privilege.

5. [Required: IPS] The security device shall detect and protectresya focused method of
attack: Maintaining Access.

6. [Required: IPS] The security device shall detect and protectresja focused method of
attack: Network Exploitation.

7. [Required: IPS] The security device shall detect and protectresja focused method of
attack: Cover Tracks.

5.8.476 _IPS VVolIP Signal and Media Inspection Requirements « |~ { Formatte

The following requirements are for any IPS devita has the capability esrrectlvinspect

VV OolP signalscorrectly

1.

[Conditional=: IPS] The device shall support the capability to detact send alarms in

repenseesponseso threats identified in VVoIP signaling.

a. [Conditional: IPS] The IPS shall support the capability to detectlmmamal

number of 401/407 AS-SIP response messages, imtjdaat a possibly
unauthorized usépr device is attempting to connect to the system.

/1 Formatte
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b. [Conditional: IPS] The IPS shall support the capability to detecémdm abnormal
time-out for an AS-SIP request occurs (elgtge numbers of repeated AS-SIP
Rrequests oRresponses, unusual number of AS-8lequests sent with no matching
responsgete).

NOTE: If an AS-SIPRrequest timeut occurs, it could be an indication that the
system has failedye-tobecause oh denial-ofservied® oS attack resulting from a
maliciously crafted request.

c. [Conditional=: IPS] The device shall support the capability to detdoemAS-SIP
messages exceed a configurable maximum messadb.leng

d. [Conditional=: IPS] The device shall support the capability to detdeémvan AS
-SIP message contains Rprintable characters.

NOTE: The presence of ngprintable characters could indicate an attemptrby a
adversary to insert executable code or cause alahdehavior in a system.

e. [Conditional:-: IPS] The device shall support the capability to detéemnapts to
inject SQL queries into AS-SIP signaling messages.

f. [Conditional—: IPS] The device shall support the capability to detestsalinusual
IPv4 or IPv6 addresses contained in AS-SIP mesd&mesxample, the local
host/loopback address, link local addressé&s).

d. [Conditional+=: IPS] The device shall support the capability to detesdfit that
does not have the characteristics of AS-SIP tralffit is still sent over a channel
established fothe-purpese-aefending AS-SIP messages (estrings of characters
that are not AS-SIP related).

2. [Conditional=: IPS] The device shall support the capability to detect send alarms in
response to threats identified in VVolP media fcadind other traffic that flows across the
EBC boundary.

a. [Conditional=: IPS] The device shall detect attempts to inject padketsa media
stream or perform replay attacks (eduplicate sequence numbers appearing in an
RTP stream).

b. [Conditional=: IPS] The device shall support the capability to detedfit that
should be VVoIP traffic based on its headers, lmgischot have the characteristics of
a VVolIP traffic stream.
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(D [Conditional:-: IPS] The device shall support the capability to detect
signatures associated with the presence of d&a, éixecutables, SQL
commands, viruses, or other unusual data contauittch a media stream
intended for VVoIP.

(2) [Conditional=: IPS] The device shall support the capability to detect
abnormally sized packets in the VVolP media stream.

(a) [Conditional=—: IPS] At a minimum, the device shall support the
capability to detect unusually large packets asgediwith the codec
types specified ibection5.3.2.6 {End Instruments

NOTE: This requires the device to support the capahilitiecognize
the codec that should be represented within thkgiand determine
the appropriate packet size based on that infoomati

3. [Conditional=: IPS] The device shall support the capability to rec@iegodic VVoIlP
Ssignaling,Mmedia, and other threat signature updates from #reaticated source in an
automated manner

5.8.487 Integrated Security Systems

Integrated Security SysteniSSs) are systems that provide the functionality of exthran one
JAInformation Assurancdevice in one integrated device.

1. [Required=: ISS] The device shall ensure that each function impléateshall+

requirements for any implemented functions.
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5.84.498 Information AssuranceTools

InformationAssurancdools (IATs) are a category offormationAssurancaleviceswxhichthat <~ - - | Formatte
are not yet fully definedThese devices must meet théokmationAssuranceequirements for

DoD systems as defined in Section,3tdormation Assurance RequiremenkBunctional

requirements will be added in future versions @ tocument.

| Formatte

<«

5.8.4-109- Network Access Controls

Network Access Controls (NASL area category ofriformationAssurancelevicesahichthat

not yet fully defined.These devices must meet tiéokmationAssurancaequirements for DoD
systems as defined in Section,3fformation Assurance Requiremenfunctional
requirements will be added in future versions of ttocument.
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